
       

 

 

  

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

  

 

  

 

 TechTimes 
14-yr-old Teen Who Discovered 
Eavesdropping Bug to Be Paid by Apple 

Apple is yet to disclose how much it is going to reward a 14-year-old U.S. teenager for discovering a massive security breach on its FaceTime video call 
system. It is believed that part of the reward money will be set aside for his high school education fund. 
On Thursday, Grant Thompson noticed the group FaceTime bug while on a video call with his friends. Apparently, they were discussing different strategies 
they could implement on Fortnite, a 3D video game which is widely popular among the teenage demographic. 
Upon contacting Apple, necessary action was taken and the iOS 12.1.4 iPhone update was then released on Thursday. Prior to the discovery, an unknown 
security researcher noticed the presence of the FaceTime bug but was unwilling to come out with it, since Apple had not put a bounty on offer. 

Missed Opportunity 
Towards the end of January 2019, details of a suspicious bug on FaceTime emerged. A couple of users noticed suspicious activity on the widely used video 
call system among iPhone users. 
Sometimes when they contacted friends and family, they could distinctly hear what was happening on the recipient’s end (regardless of whether they 
answered the call or not). Apple got word of the bug and immediately disabled the recently-launched group Facetime feature on iOS phones. 
Earlier that same month, the teenager and his mother phoned the trillion-dollar company with a similar potential security threat. As expected, Apple 
considered the 14-year-old’s discovery a hoax and thought the boy was craving attention. 
The problem was uncovered by Grant on one of his group FaceTime video calls. When Thompson’s plea was given a deaf ear, his mother, Michele 
Thompson stepped in and repeatedly reached out to Apple via social media and emails. For some reason, Apple was adamant to heed to the vulnerability 
in their FaceTime feature. 
Ever since other users of the video call system came out with a similar bug issue, Apple has credited Grant, who hails from Catalina, Arizona, with this major 
finding. Grant’s name went viral hours after Apple released a software update to counter the bug’s detrimental effects. 

About the Update 
The iOS 12.1.4 is the latest update from Apple for all iPhone 5S phones, iPad Air devices and the 6th generation iPod Touch. A week ago, Apple disabled 
Group FaceTime when news about the bug emerged. 
Apple noted in turn that it solved a similar unknown issue some time ago in FaceTime’s Live Photos feature. On Friday, Apple reported that it solved the 
major security flaw on its servers. It would also release an advanced software update to re-activate Group FaceTime. 
iOS 12.1.4 release notes state that there was an existence of a logic issue in Group FaceTime. It was also emphasized that the bug was fixed with “improved 
state management”. On Thursday, as of 10 a.m., the system status page of the massive tech company noted that Group FaceTime’s restoration was 
successful. 
iPhone users can update their gadgets by doing the following: 

   • Open settings 
   • Tap on ‘General’. 
   • Select Software Update 
   • Download the update 

Once the download is complete, your iPhone will automatically install the new software. 
Continued On Page 3. 
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The auto-fill feature that makes it easy to enter in usernames and 
passwords on various websites may be putting your information at risk. 
While auto-fill is a convenient way to keep track of the many 
combinations of letters, numbers and special characters you need to 
access sites, the feature is also being used by advertisers and hackers. 
That’s why many security experts are suggesting turning off the auto-
complete feature in your web browser. 
Password manager programs embedded in browsers are a simple way 
to get access to a password-protected website. The password manager 
auto-fills your details, giving you one-click access to account information 
meant to be kept private. 
How Hackers Get Access 
If hackers get access to a compromised website, they can put an invisible 
form on the site and easily collect users’ login information. If your 
browser automatically enters this information when it sees the 
appropriate boxes on a web form, it adds the info everywhere those 
boxes are found on a page, whether they’re seen by the user or not.  
Because most web users use the same username and password for 
multiple sites, the theft of this information on just one website can 
expose your information on many others. 
Not Just Hackers 
It may come as a surprise to learn that hackers are not the only ones 
trying to use your login information. Some ad networks are using 
tracking scripts to grab email addresses stored in your password 
manager for auto-filling. That tech can be used to grab passwords too, 
whether stored on a browser or an independent password management 
site. 
The ad networks are using the same technique as hackers — an invisible 
form that captures your credentials provided by the password manager. 
Here’s a helpful demo page that shows you how it works. 
Ad networks are using this information not to hack your data, but to 
understand what sites you navigate to better target ads to you. And 
while they claim to only be grabbing email addresses, the potential for 
further abuse is there. 
What Computer Users Can Do 
Password managers by themselves are still useful tools, especially given 
the number of codewords we need to go about daily web browsing. It’s 
the auto-fill mechanism that needs to be disabled. That’s simple to do.      

 

   

 

 

 

Cybersecurity Corner: Web Marketing: 
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Swift Security Measures 

A representative for Apple had this to say in regards to the update and the reported bug: “In 
regards to the bug that has noticeably established its presence in the FaceTime feature, a 
security audit has been conducted by our team. Additional updates have been made to not only 
the Group FaceTime app, but its Live Photos feature as a whole in a bid to enhance our security. 
This will go a long way in securing our customers who are yet to upgrade to the latest software”. 
The representative also revealed a major server upgrade to block older versions 
of macOS and iOS from making use of FaceTime’s Live Photos feature. 
For a global company that is keen on preserving users’ personal information, the bug was a 
huge misstep. Tim Cook, Apple’s CEO, has often advocated for increased regulation of privacy. 
In the recent past, he has subtly called out companies that utilize their customer’s vital data for 
the creation of personalized ads. In this case, it’s safe to say that Apple is not so perfect either. 
Apple’s bug bounty program 

Apple missed a massive opportunity to solve the FaceTime bug problem soon enough. Based 
on reports from The Wall Street Journal, as early as the start of January, Apple received warnings 
from a concerned teen but decided to do nothing about it. 
Fortunately enough, before the issue escalated to something even more serious, more and more 
users noticed the flaw and issued a public outcry to the company. 
Apple has offered its sincerest apologies to the teen and his family and is yet to fully reward 
them for their vocal assistance on the bug issue. The company is not willing to share the exact 
amount they will pay, but it will be substantial enough to see Grant through high 
school, according to a report by Reuters. 
In regards to this incident, Apple developed the ‘bug bounty program’ in late 2016. In most 
cases, researchers can receive more than a hundred thousand dollars for reporting bugs early 
enough. One of the first people to receive substantial compensation from the program was 19-
year old Luca Todesco. 
In that same year, Facebook followed suit and rewarded a 10-year-old Finnish youngster a 
whopping $10,000 in bug bounty. The boy allegedly figured out how to delete anonymous users’ 
comments from all Instagram servers. 
Aside from Grant Thompson, a 27-year-old software developer from Texas by the name 
of Daven Morris was also credited. Unlike Grant, Mr. Morris reported the problem several days 
after it was already made known. 
Either way, Apple rewarded the young man for noticing the problem soon enough. 

“I think there is something more 
important than believing: Action! 

The world is full of dreamers. 
There aren't enough who will 

move ahead and begin to take 
concrete steps to actualize their 

vision.” 
-W. Clement Stone 

 

“Change before you have to.” 
-Jack Welch 

Former CEO of General Electric 

Quotes of the Month 

The Risks Of Using Auto-Complete For Passwords 

On Chrome 
• Go to Settings 
• Search for Passwords and click on the Passwords arrow 
• Toggle the Auto Sign-In tab to the left (it should be grayed out 
not blue) 
• For more protection, you can stop Chrome from saving any    
passwords by toggling the Offer to Save Passwords to the left 

On Firefox 
• Open Options 
• Click on Privacy & Security in the left-hand navigation 
• Click on History 
• Select Firefox will: Use custom settings for history 
• A new submenu will appear 
• Unclick on Remember search and form history 
• To fully disable saving any passwords, go to the Logins & 
Passwords section (just above History) and unclick Ask to save 
logins and passwords for websites 

On Safari (Desktop) 
• Open the Preferences window 
• Click on the Auto-fill tab 
• Turn off all features related to usernames and passwords 

On Safari (iOS) 
• Go to Settings 
• Scroll down to Passwords & Accounts and click on it 
• Toggle the AutoFill Passwords tab to the left 

Disabling the auto-fill features means spending a little more time 
finding and entering usernames and passwords manually. 
However, these steps protect you from prying eyes looking to 
gain more information about you and your accounts. 

Social Media Know-how: 

Facebook Finally Allows Users To Delete Sent Messages 

Users of Facebook Messenger, which number over 1.2 billion people worldwide, now have a new feature that makes life a bit easier after 
making an “oops.” An oops is a mistake in an instant message that is immediately noticed, right after sending it, by the person who wrote it. It 
could be that a message includes a goofy typo. Typos are usually much easier to see right after sending a message than before sending it. This 
is a psychological thing. 
The need for message deletion could also come from a message intended for one person that might be accidentally sent to the wrong person 
or incorrectly to a group. It could be that a group message was sent to someone who should not be included. 
One thing that is helpful with this new feature is the ability to remove a photo that was sent in error. If the person receiving the message with 
the photo does not make a copy of it, it is possible that the mistake goes away when deleted by using the new unsend feature. 
This may save considerable embarrassment. There is probably nothing more unfortunate than sending an explicit photo to your mother by 
accident. Hopefully, she does not see it before you get a chance to unsend it and send her a new message with the correct photo attached. 

Ten Minutes to Change Your Mind 
Now, for up to ten minutes after being sent, Facebook Messenger allows a person to delete a message. It disappears and then in its place 
appears the notation that the message was deleted. 
Be aware, that there is no delay in sending the message out. Perhaps, if the receiver of the message is not paying close attention to their 
Facebook Messenger, the message may go unread. However, if a person already read the message, they know what it was about. The time 
limit of ten minutes for deletion also means that a message is not changeable the next day after a late night, drunken, message-sending binge. 

 

Business Insights With Visio & Power BI 
Microsoft’s Visio Visual and Power BI are two extremely useful 
software tools that help business owners store, organize, and interpret 
data with easy-to-understand visual representations. 
Using these tools can take your business to the next level. Still, many 
business owners don’t know about Visio Visual or Power BI. Moreover, 
many are skeptical as to why data interpretation is important at all. 

Why is data interpretation so crucial to your business? 
As a business owner, it is vital that you understand the “big picture” of 
your company’s data. Any given company will have a plethora of 
diverse data at any given time. This may include: 

   • Sales records, recorded by the hour, day, week, month, and year 
   • Sales records by location 
   • Sales records by department 
   • Floor plans of stores, warehouses, offices, and more 
   • Employee information 
   • Subscriber or client information 
   • Inventory data 
   • And more 

Storing all of this data and never looking at it will inevitably hurt your 
business. Doing this almost certainly means missing the “big picture” 
and subsequent opportunities for growth and improvement. 

How can Visio Visual and Power BI help? 
Here are the biggest reasons companies don’t examine, analyze, and 
interpret their data more often (or at all): 

1. They have too much of it. 
2. It’s difficult to organize and understand. 

This is where tools like Visio Visual and Power BI step in. Both tools 
create easy-to-see and understand visual representations of your data, 
with the goal of targeting what’s working and what’s not. 

What is Microsoft Visio? 
From flow charts and 3D graphs to network schemas and floorplans, Microsoft 
Visio Visual is one of the most capable pieces of software for creating and 
manipulating diagrams of all kinds 

What is Microsoft Power BI? 
Power BI is another indispensable Microsoft tool that allows businesses to 
analyze their data in a variety of ways and see and share insights via the 
dashboard. Everything on Power BI is updated in real time and can be accessed 
from anywhere in the world via the cloud. This software includes a myriad of 
invaluable features for analyzing, fixing, and understanding data. 

What can you learn from your data with Visio Visual and Power BI? 
We know that Visio Visual and Power BI allow you to see your data clearly and 
concisely. This starts with using Visio Visual creating the necessary charts and 
diagrams that pertain to your industry. 
From this data, the goal is to learn what’s going wrong and why, what’s going 
right and why, and where you need improvement. For example: 

  • If you own a retail establishment, what’s selling and what’s not? 
  • If you own a restaurant, what ingredients are you constantly running out of? 
  • If you own a transportation business, why are your trucks stocked to the brim 
     one month and empty the next? 

This is largely Power BI’s job. 
Power BI layers the base data organized by Visio Visual with analytic tools that 
share insights about how your business is doing across numerous benchmarks. 
Empowered with the information and data-based insights both Microsoft Visio 
Visual and Power BI provide, you can make impactful changes in how you run 
your business. Try these tools today and see what you think for yourself! 
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While auto-fill is a convenient way to keep track of the many 
combinations of letters, numbers and special characters you need to 
access sites, the feature is also being used by advertisers and hackers. 
That’s why many security experts are suggesting turning off the auto-
complete feature in your web browser. 
Password manager programs embedded in browsers are a simple way 
to get access to a password-protected website. The password manager 
auto-fills your details, giving you one-click access to account information 
meant to be kept private. 
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If hackers get access to a compromised website, they can put an invisible 
form on the site and easily collect users’ login information. If your 
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form that captures your credentials provided by the password manager. 
Here’s a helpful demo page that shows you how it works. 
Ad networks are using this information not to hack your data, but to 
understand what sites you navigate to better target ads to you. And 
while they claim to only be grabbing email addresses, the potential for 
further abuse is there. 
What Computer Users Can Do 
Password managers by themselves are still useful tools, especially given 
the number of codewords we need to go about daily web browsing. It’s 
the auto-fill mechanism that needs to be disabled. That’s simple to do.      
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Swift Security Measures 

A representative for Apple had this to say in regards to the update and the reported bug: “In 
regards to the bug that has noticeably established its presence in the FaceTime feature, a 
security audit has been conducted by our team. Additional updates have been made to not only 
the Group FaceTime app, but its Live Photos feature as a whole in a bid to enhance our security. 
This will go a long way in securing our customers who are yet to upgrade to the latest software”. 
The representative also revealed a major server upgrade to block older versions 
of macOS and iOS from making use of FaceTime’s Live Photos feature. 
For a global company that is keen on preserving users’ personal information, the bug was a 
huge misstep. Tim Cook, Apple’s CEO, has often advocated for increased regulation of privacy. 
In the recent past, he has subtly called out companies that utilize their customer’s vital data for 
the creation of personalized ads. In this case, it’s safe to say that Apple is not so perfect either. 
Apple’s bug bounty program 

Apple missed a massive opportunity to solve the FaceTime bug problem soon enough. Based 
on reports from The Wall Street Journal, as early as the start of January, Apple received warnings 
from a concerned teen but decided to do nothing about it. 
Fortunately enough, before the issue escalated to something even more serious, more and more 
users noticed the flaw and issued a public outcry to the company. 
Apple has offered its sincerest apologies to the teen and his family and is yet to fully reward 
them for their vocal assistance on the bug issue. The company is not willing to share the exact 
amount they will pay, but it will be substantial enough to see Grant through high 
school, according to a report by Reuters. 
In regards to this incident, Apple developed the ‘bug bounty program’ in late 2016. In most 
cases, researchers can receive more than a hundred thousand dollars for reporting bugs early 
enough. One of the first people to receive substantial compensation from the program was 19-
year old Luca Todesco. 
In that same year, Facebook followed suit and rewarded a 10-year-old Finnish youngster a 
whopping $10,000 in bug bounty. The boy allegedly figured out how to delete anonymous users’ 
comments from all Instagram servers. 
Aside from Grant Thompson, a 27-year-old software developer from Texas by the name 
of Daven Morris was also credited. Unlike Grant, Mr. Morris reported the problem several days 
after it was already made known. 
Either way, Apple rewarded the young man for noticing the problem soon enough. 

“I think there is something more 
important than believing: Action! 

The world is full of dreamers. 
There aren't enough who will 

move ahead and begin to take 
concrete steps to actualize their 

vision.” 
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Former CEO of General Electric 

Quotes of the Month 

The Risks Of Using Auto-Complete For Passwords 

On Chrome 
• Go to Settings 
• Search for Passwords and click on the Passwords arrow 
• Toggle the Auto Sign-In tab to the left (it should be grayed out 
not blue) 
• For more protection, you can stop Chrome from saving any    
passwords by toggling the Offer to Save Passwords to the left 

On Firefox 
• Open Options 
• Click on Privacy & Security in the left-hand navigation 
• Click on History 
• Select Firefox will: Use custom settings for history 
• A new submenu will appear 
• Unclick on Remember search and form history 
• To fully disable saving any passwords, go to the Logins & 
Passwords section (just above History) and unclick Ask to save 
logins and passwords for websites 

On Safari (Desktop) 
• Open the Preferences window 
• Click on the Auto-fill tab 
• Turn off all features related to usernames and passwords 

On Safari (iOS) 
• Go to Settings 
• Scroll down to Passwords & Accounts and click on it 
• Toggle the AutoFill Passwords tab to the left 

Disabling the auto-fill features means spending a little more time 
finding and entering usernames and passwords manually. 
However, these steps protect you from prying eyes looking to 
gain more information about you and your accounts. 

Social Media Know-how: 

Facebook Finally Allows Users To Delete Sent Messages 

Users of Facebook Messenger, which number over 1.2 billion people worldwide, now have a new feature that makes life a bit easier after 
making an “oops.” An oops is a mistake in an instant message that is immediately noticed, right after sending it, by the person who wrote it. It 
could be that a message includes a goofy typo. Typos are usually much easier to see right after sending a message than before sending it. This 
is a psychological thing. 
The need for message deletion could also come from a message intended for one person that might be accidentally sent to the wrong person 
or incorrectly to a group. It could be that a group message was sent to someone who should not be included. 
One thing that is helpful with this new feature is the ability to remove a photo that was sent in error. If the person receiving the message with 
the photo does not make a copy of it, it is possible that the mistake goes away when deleted by using the new unsend feature. 
This may save considerable embarrassment. There is probably nothing more unfortunate than sending an explicit photo to your mother by 
accident. Hopefully, she does not see it before you get a chance to unsend it and send her a new message with the correct photo attached. 

Ten Minutes to Change Your Mind 
Now, for up to ten minutes after being sent, Facebook Messenger allows a person to delete a message. It disappears and then in its place 
appears the notation that the message was deleted. 
Be aware, that there is no delay in sending the message out. Perhaps, if the receiver of the message is not paying close attention to their 
Facebook Messenger, the message may go unread. However, if a person already read the message, they know what it was about. The time 
limit of ten minutes for deletion also means that a message is not changeable the next day after a late night, drunken, message-sending binge. 

 

Business Insights With Visio & Power BI 
Microsoft’s Visio Visual and Power BI are two extremely useful 
software tools that help business owners store, organize, and interpret 
data with easy-to-understand visual representations. 
Using these tools can take your business to the next level. Still, many 
business owners don’t know about Visio Visual or Power BI. Moreover, 
many are skeptical as to why data interpretation is important at all. 

Why is data interpretation so crucial to your business? 
As a business owner, it is vital that you understand the “big picture” of 
your company’s data. Any given company will have a plethora of 
diverse data at any given time. This may include: 

   • Sales records, recorded by the hour, day, week, month, and year 
   • Sales records by location 
   • Sales records by department 
   • Floor plans of stores, warehouses, offices, and more 
   • Employee information 
   • Subscriber or client information 
   • Inventory data 
   • And more 

Storing all of this data and never looking at it will inevitably hurt your 
business. Doing this almost certainly means missing the “big picture” 
and subsequent opportunities for growth and improvement. 

How can Visio Visual and Power BI help? 
Here are the biggest reasons companies don’t examine, analyze, and 
interpret their data more often (or at all): 

1. They have too much of it. 
2. It’s difficult to organize and understand. 

This is where tools like Visio Visual and Power BI step in. Both tools 
create easy-to-see and understand visual representations of your data, 
with the goal of targeting what’s working and what’s not. 

What is Microsoft Visio? 
From flow charts and 3D graphs to network schemas and floorplans, Microsoft 
Visio Visual is one of the most capable pieces of software for creating and 
manipulating diagrams of all kinds 

What is Microsoft Power BI? 
Power BI is another indispensable Microsoft tool that allows businesses to 
analyze their data in a variety of ways and see and share insights via the 
dashboard. Everything on Power BI is updated in real time and can be accessed 
from anywhere in the world via the cloud. This software includes a myriad of 
invaluable features for analyzing, fixing, and understanding data. 

What can you learn from your data with Visio Visual and Power BI? 
We know that Visio Visual and Power BI allow you to see your data clearly and 
concisely. This starts with using Visio Visual creating the necessary charts and 
diagrams that pertain to your industry. 
From this data, the goal is to learn what’s going wrong and why, what’s going 
right and why, and where you need improvement. For example: 

  • If you own a retail establishment, what’s selling and what’s not? 
  • If you own a restaurant, what ingredients are you constantly running out of? 
  • If you own a transportation business, why are your trucks stocked to the brim 
     one month and empty the next? 

This is largely Power BI’s job. 
Power BI layers the base data organized by Visio Visual with analytic tools that 
share insights about how your business is doing across numerous benchmarks. 
Empowered with the information and data-based insights both Microsoft Visio 
Visual and Power BI provide, you can make impactful changes in how you run 
your business. Try these tools today and see what you think for yourself! 



       

 

 

  

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

  

 

  

 

 TechTimes 
14-yr-old Teen Who Discovered 
Eavesdropping Bug to Be Paid by Apple 

Apple is yet to disclose how much it is going to reward a 14-year-old U.S. teenager for discovering a massive security breach on its FaceTime video call 
system. It is believed that part of the reward money will be set aside for his high school education fund. 
On Thursday, Grant Thompson noticed the group FaceTime bug while on a video call with his friends. Apparently, they were discussing different strategies 
they could implement on Fortnite, a 3D video game which is widely popular among the teenage demographic. 
Upon contacting Apple, necessary action was taken and the iOS 12.1.4 iPhone update was then released on Thursday. Prior to the discovery, an unknown 
security researcher noticed the presence of the FaceTime bug but was unwilling to come out with it, since Apple had not put a bounty on offer. 

Missed Opportunity 
Towards the end of January 2019, details of a suspicious bug on FaceTime emerged. A couple of users noticed suspicious activity on the widely used video 
call system among iPhone users. 
Sometimes when they contacted friends and family, they could distinctly hear what was happening on the recipient’s end (regardless of whether they 
answered the call or not). Apple got word of the bug and immediately disabled the recently-launched group Facetime feature on iOS phones. 
Earlier that same month, the teenager and his mother phoned the trillion-dollar company with a similar potential security threat. As expected, Apple 
considered the 14-year-old’s discovery a hoax and thought the boy was craving attention. 
The problem was uncovered by Grant on one of his group FaceTime video calls. When Thompson’s plea was given a deaf ear, his mother, Michele 
Thompson stepped in and repeatedly reached out to Apple via social media and emails. For some reason, Apple was adamant to heed to the vulnerability 
in their FaceTime feature. 
Ever since other users of the video call system came out with a similar bug issue, Apple has credited Grant, who hails from Catalina, Arizona, with this major 
finding. Grant’s name went viral hours after Apple released a software update to counter the bug’s detrimental effects. 

About the Update 
The iOS 12.1.4 is the latest update from Apple for all iPhone 5S phones, iPad Air devices and the 6th generation iPod Touch. A week ago, Apple disabled 
Group FaceTime when news about the bug emerged. 
Apple noted in turn that it solved a similar unknown issue some time ago in FaceTime’s Live Photos feature. On Friday, Apple reported that it solved the 
major security flaw on its servers. It would also release an advanced software update to re-activate Group FaceTime. 
iOS 12.1.4 release notes state that there was an existence of a logic issue in Group FaceTime. It was also emphasized that the bug was fixed with “improved 
state management”. On Thursday, as of 10 a.m., the system status page of the massive tech company noted that Group FaceTime’s restoration was 
successful. 
iPhone users can update their gadgets by doing the following: 

   • Open settings 
   • Tap on ‘General’. 
   • Select Software Update 
   • Download the update 

Once the download is complete, your iPhone will automatically install the new software. 
Continued On Page 3. 
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